TENNESSEE VOTERS
FOR ELECTION INTEGRITY

Ensuring Election Integrity for Tennessae Voters

Octaber 10 3330

1/25/2022

WE ARE A CITIZENS GROUP.
¢ Expertse in IT info systems, data systems WOUNG aNa processes
+ Paraliel group to those purming an audit suppor each othet
. f research Inch 41 Not kmited 19
Interna (Ocalstate systems),

Consumers/cihzens. open meedngs
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OUR CONCLUSION: COMPROMISED SECURITY ISSUES EXIST.
+ Eloctionic voting systems

* System wagker tan first ¢ (2005 vs. 2021)

* Standards not beng enforcea by entibes charged with gony 50

* Vendors (not cazens) cof the process talolabulston/post-election
Eront.door vuinetabilities

*  Vetef rolls and voung centers

« Pol watchersiworkers criocal camponent, organaation, training wealk

+ Taoulating. vendor system controy, post-election feparting, audtng
: tending to more electionic machines with vendo: control
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SO WHAT IS NEEDED..,
ion of 3 ¥oRng mode! that sugpons

< Aun on of the Votg:r Votar Rolis
« Auths ahon of the Hatot Ensute vote 1 secute. sountad as cast

« Autnentcoton of the Count Audt the tabuason

* Dewneze technology pi
* Transparent process

r closér to hisher voto

Comprehensive Voting Model
Recommendations
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EROBLEM: FRONT DOOR

VOTER ROLL DATA INTEGRITY, MANAGEMENT ARE CONCERNING.

«  Data i the most vauable comma

+ Coun = 10 numbers predctatly assaned con bo reassgned
*  Downgtreom funchonal and secunity concoms

+ Courty/State voter databases i conmtant fux - poenbally dunng votng perosds ~
can bo an exploted weaknoss
. County may bo lese empowered 1o Nl MaIMan voler *0is v SWN-leve! ols

righ equency of move insloutaiwathin tounty
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SOLUTION: FRONT DOOR
MORE AGGRESSIVE WITH VOTER ROLL INTEGRITY.
*+ Courty Lt Maintenarce Progmm
*  Continue. USPS NCOA system; State renew of TN Dept of Safety address
fecoeds, Pratedived obituary resources
*  Recommendad wdates.
*  Increase frequency where legally possidle andice add specific monthly checks.

+ Ensure countyevel access to more mainienance rescurces such as
+ EMenfy BUSCEII73c) antier more access to TN Dept Safoty 1
* Secul Securty's Master Death Foe andior HAVY. 4
* County ton teconds (e p.. residence v comemercial soaress), and O/
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MORE »anmmmw.<m WITH YOTER ROLL INTEGRITY.

. m:‘.a!.ﬂia of oweral Voter Regisiraton software end process

*+  Dutaoge checks a8 SOPS to detect ivalid andice bad data

. Egggﬂgi"iaig
*  Pager and electrenic artifacts foe 22 months, A
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PROBLEM: ERONT DOOR

“CONVENIENT" VOTING CENTERS ARE AN OPENING FOR FRAUD.
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+  Security via VPN eic . yot stll vuinerable:
+  Even high-doliar orgs are hacked consstently.
+  (T-Mobie, Facebook, Marnctt, Coloval Pipeiing, JBS, Yahoo, DoDICPM).
desir RITY over CON! E of
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SOLUTION: FRONT DOOR
ELIMINATE VOTING CENTERS.

*  Voing Centers
*  Rely on Baliot Marking Devices (BMDs) (unneeded tech)
*  Are costly. not

*  Return 1o precinct-based E

* Authentcates the voter with paper check-in
*  Roduces refanco on tho internet Cornectivity and technoiogy.
*  Elminates possitle actvity of bad sctors
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PROBLEM: WITHOUT HAND-MARKED PAPER BALLOTS,
VENDORS CONTROL THE PROCESS.

« Balots
+ Prated in many counties on vendor-supplied balot paper
+ Prated by the vendar's Ballot Merking Device (BMD)
+ Controted by the vendor's source coce/software
+ Encrypled by the vendor's QR code
¢+ Scanned by the vendor's tabulator
« Talied by the vendor's Elecson Management System [EMS)
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MUCH DEPENDENCY ON VENDOR AND HIS TECHNOLOGY.

+ Yendor conirol,

+ Expans affirm
* J Alex Halderman, UofM prolessor, computer SCience and enginearing.
= Decade pomting to problems
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SOLUTION: AUTHENTICATED HAND-MARKED PAPER BALLOTS
» Ballot intiatives should be drivan by states, not vendors
* AZRep Mark Finchem ot ntative. 37 other states currently interested
+ Authentix Woridvwade currencyfuelpharmaceutica’s/misc. procucts
« Baliot characteristics.
+ Embedded securty gates, visblefinvisible = U.S. currency
« Watermarked, holograms, micropanting
* Umgue, rancomized 1D that
+ Ensures finte, raceabie # balots produced ea eiection
+ Provdes voter secure ID alowing voler verification " 2
online to ansure vote tabulatec same as cast LLLLL BB
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SOLUTION: AUTHENTICATED HAND-MARKED PAPER BALLOTS.
« Iranspatent ang cost-effective
. E BMD and gy vulnerabd
+ Hand-marked, opocal tabulator. self adjudication
*+ Unique ID allows voter to check bafiot online
+ Ensures ballot not counted more than once
+ Cost $0,25 per baliot (per 3 millon)

SOLUTION: TABULATOR,

Tabulator. Vendor should be separate from baliot vendor
+  Fuewal bedweon the two for security

* ADA accommodation
+ Assst handicapped precinct voters in samo manor as done

In 3 nursing home or other of--ste localty.

PROBLEN: BACK DOOR
PER MANUAL: RESULTS TALLY & REPORTING (RTR) SYSTEM

* Can gllow mass vote changing downsitaam

+ Con celete results and substitute with data from local seurce
* No dual-party authentication tequired.
+ Reports can be published 1o *Pubic” transfer points

PROBLEM: BACK DOOR

WEAK AUDIT,
# aucts 1/3 of the process in less than 173 of the courties in Tennessee

+ Yields false electon confidence Should be end-to-end,
* Whatis an end-to-end audt? Three segments
+ Voter intenton > vote cast Ballot scan code repesent voler's vote?
+ Yote cast > vote count. Tabulator correctly record, court the batiot?
*« Vote count > vote tally Report system correctly taly tabolator votes?
» Only 1/3 of Tennessee counties?
+ Only 28 countes produce paper balots abie 1o be audtod
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SOLUTION: BACK DOOR
AN ENHANCED RISK LIMITING AUDIT.

Unigue randomizeg number cn dalot supports the audt ~
+ 90+% confidence with few hand-counted balots m smal 2
margin race — I
*  Updste in process _ ﬁ
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SOLUTION: BACK DOOR

OPERATIONAL AUDIT.
« Eyaluales thoe & of Glection commIson operatons
+ Checks i on various , laws, secunty ssues

0% of
Independent -cn__ua
Together, both 3ucits address all recommendations from the
National Association of Secretenes of State (NASS)
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IN SUMMARY

Voter tolls  Protect them more
Procinct voting No voling centars. no onire check.n

Paper baliots Hand-markea. random (D no BMOs/DREs
Optical scanners Readng hand marks no! OR codes

liot Polling Risk Limiting Audit Post-election. ena-2-end valaation of
the electrone vote count to affirm the winner

rational Audit Annual state audit of county election commasions
arelenting chaln of custody Batots/precincts/countyistate totals,
physical accountablity.

Security Risk Evaluation of machines vs smple recertbeaton
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WHY ITS WANTED BY CITIZENS.

Every voter wants ty know that thes vole counted
Tha d honest  and

Thot the results
e

Qpigrents the vak of the paople. whatevet that may

* Wiite, call email, let them xnow your conceims
sStple the ssuew

108 integnty, hang-marked pa
on vencor eiminate voting
Implament y3te and repor gudits, shorien

e
Lot them knowy Accuracy is inore important than conventence

Setinvolved Poi worker, pod walcher procinct char
3010 meedngs  Leamn voing systems. read past minutes volce concerns
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