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TENNESSEE VOTERS
FOR ELECTION INTEGRITY

Ensuring Election Integrity for Tenni e Voters

Octubes 11 2628

SINCE WE WERE LAST BEFORE YOU...
* Dur tesearch daepened mMore ISSues arsen. cAzens commented, we're
sonstantly updatng recommendations
« Today
= We'ltel you what ctizens have told us. vast number and growing
« They cont ske what they re seeng with election infegnty in stale
= They're customers, clents, med  butthey feel
+ Legsiators, government officials aront kstening to them,
They want assurances of electon mtegnly, yout 1o 1 ge it to them,
You're the elaction expens. but today we ask you bisten (0 what we've
heard

TENNESSEE VOTERS

FOF (12CTION AT

OUR PURPOSE TODAY.

no 501(c)3 no websde, no funders

Ci0s_ Deloilte audrior, 4041 IT expert, sbraranidata anayst
process engineer legs o export busir

What we've heard from etzens

Agcomprehensive, mare secure voling model  ready for 2022

. Eﬁh vs. simple recertfication of machines.

WHAT WE'VE HEARD.
» Tennessears are senously concerned ascut election mtagrity

* Minmee technology in the voung jrocess
« Opbca scannets are accoptatie tocount the vote  If g
« \Voter iolis significant {10C08S more aggressive

= Retuin to precinct voung ve_voting conters,
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Greaty svrengthon

Stop sutsourcng any portion of the vosng process

Comprehensive Voting Model
Recommendations

@E:ﬁm VOTERS
FO CTON MIESRITY

PROBLEM: VOTER ROLL DATA INTEGRITY, MANAGEMENT ARE
CONCERNING.
¢« Data s the most valuable commodty
Wico ustimated ~100-101% voter rgatraton of 18+ popuatan on 1132020
+ County Vorer Reg 0 numbars assgned saquontally. can bs reassgned
= Dosnstream functanal and secunty concems
CantyState voter datatases i constant flux. during voting penods can te 8n
oxploted weaknoss
County may be less empowored 10 HEP mantain voter folis 8. stato-lovel tools
High cazan mobiity = hgh frequency of Move INa/outs it county
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@ ENNISSEE VOTERS
1CR FLECTION INTEGRITY

SOLUTION: MORE AGGRESSIVE WITH VOTER ROLL INTEGRITY.

0 cgram ~ change o, fequs o t0 annu;
L] Oo:a:c. use cmvw National O’u:e- e«)anig AZA.\O). mﬁg ™
Department of Safety addross records, wiggzga
v andior ensure county-iave

© s s

SOLUTION: MORE AGGRESSIVE WITH VOTER ROLI. INTEGRITY.
. @.-.So& review of overall ?mgﬁgécil!ﬁ!

93.2235..96_3 bgoov.s.osn« vaonw.i:.ﬁsni.o

_,mz_.mmmz VOTERS
ECTON INTECRITY

nuww.rmB VOTING CENTERS ARE AN OPENING FOR FRAUD.

Earty Voting and Election Day Vote Centers have VPN retwerk connecteg for real-
tme check-in

*+ Network connectiity allows real-tme monitonng by maicious actors

*  Agd resource +  Data kog chacks as SOPs 1o detect invalid andior bad data *  Secunty via VPN, otc still wuinerable
E *  Eravd Detection and Pattern Analvss to sssist wiprcactive roll cleansp *  Even high-dailar orgs are hacked consistontly
* EMeuty BUSC§I373(c). Fed gov MUST respord 1o siate/ O EEEEEE *  (T-Mobie, Facebook, Marnon, Colorsal Oil, JBS. Yahoo DoDIOPM |

local offcals requost 10 detenmine MUMIGraton Status of noAduas . fic database. £ of vahu;
+ LS immgaven Servees SAVE Progiam v TH Dest of Safety * Voter rofl redning repexting o ...5:.....1 ond Ine-tem A
+  Scca! Secunty's Master Denih Fie andior HAW dotails for rminm, 5T VO-Y0A! 1eCTrd Teteotion
. E residonce vs. commercal acdress p *+ Supports awits andior toubleshooting O/
+  Tennesses Bureau of investgation (TBI)
© s @ e © sz st

SOLUTION: SECURE PRECINCT-BASED VOTING. PROBLEM: WITHOUT SECURE BALLOTS, FAKE BALLOTS CAN PROBLEM: BALLOT MARKING DEVICES HAVE ISSUES.

+ Retun to Precinct-Based Voting BE INSERTED INTO THE COUNTING PROCESS. + BMDs can be hacked misconfigured or contain mahware.
= Drop Viotng Centors for both Early Yodng and Election Day Should never depend on vendor-suppked baliots. Need secure siock + Unable to mantain proper ‘artfacts, 16, memory cards not retained. no backup

+ Maore control over ballots printed per precnct and possible ballot types
*  Smaller procincts (predictable data) can better hghlight any decrepancies.
+  <eep repstraticn software, Bt go offine ‘or Early Voung, Electon Day
«  Inchudies paper qualfied voter database feports TN
+  Contnue use of check-n artéacts to mirror balot arttacts o
+ Zimonate e need for network connoctors _H_ _@.,.
*  Provents rea-tmo monitonng and exploitation of vaasle s
voter and voting data —

+ Current BMDs have had repons in Wiko of vote smiching

+ Vendor-suppred BMD paper s QR coded, unable to verify/audit vote as cast
+ BMDs cutrently control marking, paper and 1aoulaon

*+ Absentes ballot. Reports of prstine balots into several state counts.

+ Supported 7\ numerous affidavits.

before machines reset, etc

- BMD gy difficult, not vendor
harcwate vs secure paper cols $0.25 per uz
= BMDs don't have secure paper. batches can be elminated, replaced
« Excessive expensea County must hwe tech experts at pols, BMD Me span s
roughly 24 months, N updates by




SOLUTION: SECURE HAND-MARKED PAPER m» —,O.am

Secur

Unique 1D, holograms in translycent mylas aucroprnang

B "gates” of secunty, coverfovert markings, umgue identdier
Unique ID only known by the voter
+ Ensures only 3 finte numbar of balots

per precinct pre-election, and
Disarms abity to delete batches, pant new ongs, eic

1/25/2022

LUTION: SECURE HAND-MARKED P,

Ballot inatives should be driven by states, not vendors
Proven innovative authentication senices spans giodal Industiies, including

World tanks, fuel, product authentcation

have resewed. embraced this ballot. 33 more states interestod

SOLUTION: HAND-MARKED PAPER COUNTED BY OPTICAL
...>wc_:b40.m

. m&égnBEEEb&ﬁnnlﬁ.ﬁEmkE
+ Separate process independent of the vendor.

ESSEE VOTERS
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PROBLEM: 70% TENNESSEE COUNTIES HAVE NO PAPER ON
WHICH TO CHECK THEIR VOTE NOR COUNT/AUDIT THEIR VOTE.
* Maprty of Tennessee countes (67} use aging DRES on which to vote

*  No VVPAT 1o check your vote in your hands separate from software/machine
No paper ballots separate from software/machine fo audd the vote

Software can be hacked. DREs are partcitaily susceptibe

* Affectad citizens no paper 2 6 milbon (56%)

Aftectec cizens yes paper  t & milon (41%)
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@ TEN ESSEE
PR L

PROBLEM: MAJORITY TENNESSEANS ARE VOTING ON DRE'S

COUNYIES A SatEM TN
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OUN TS WITH BAY-DF BAPS &
RALLOS

PROBLEM: WEAK AUDITS = FALSE ELECTION CONFIDENCE.
«  Audits only vay 1o truly check electon results.

+ [0%of countes can't be audited, no paper ballots held separate from
machines and ther softwate. which can be hacked

+ Ofthese pucted, only 1 of 3 process functons are examined
+ Gwes afase posave, over-confidence with the slecton auct
* The audt shoukd be end-2-end and answer these three quesions
+ Volet intention > vote cast Ballot scan code represert voler's vola™
+  Vole cast > vole count Tabulator correctly record, co.nt the baser?
+  Volg count > vote tally Report system correctly taly tabulator vous?
*+ Specfic type of risk Imiting audit wil achieve voter confidence in resulls

®

ENNESSEE YOTERS
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SOLUTION: MANDATORY, POST-ELECTION BALLOT POLLING
RISK LIMITING AUDIT OF PAPER BALLOTS TO SUBSTANTIATE
THE MACHINE COUNT.

* Heips very — with minimal cost - that the winnar won

hand-counted. end-2-end. Ballot Poling RLA

f BPRLA can't confirm efection results. implement ballot hand count L
A higher confidence audit vs partst (BMD tabulslor or rescan) audit

* Umique randomzed number on ballot avoids duplcates

Update TCA 2-20-103 1o achieve this extra securdy, in process

Running Monte Carlo simulations to ensure best RLA o;

©)

SOLUTION: OPERATIONAL AUDIT OF EFFECTIVENESS/
EFFICIENCY OF ACTIVITIES TO ENSURE ELECTION INTEGRITY
AMONG ELECTION COMMISSION OPERATIONS STATEWIDE.
Evaluates e effectvoness-durabity of election inlegrty Brecedures, pysterms and
traning @ county level to nciude. 2. limited to°
.« Voter . chan of balke custody, voter-

to-voler batot aba.o.u 5:—?3..3 and 9!-_25 mandatory auans.
election & scanner certification; compilance with state and federal liws.
and cperational securtty —

sude, Gyeling thicugh ol Couties 1 8 Syear perod. Independent audilor
+  Thseudt + BPRLA covr all county recommendations from NASS Task
Force an Vote Verificaton Post-gloction Audd Recommendstons.

®r
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NWOmrmS ELECTION ISSUES IN WILLIAMSON COUNTY
EﬁEEEEEEBEBhBEEEE
. many of h other Tenn:
+ Thige categones of solubons.
+ Technological solutions.
+ Process solusons.
* Legssatve sclutions
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@ ENNESSEL VOTIRS

SOLUTION: BESTPRACTICES REPLACE ISSUES

TECHNOLOGICAL

+ Passwords managed by users & should require change on first logn and if
compiomsed Al system users should have separate UiDs, forced
changes.

PROCESS

« County election officiais must ensure sufficient resources/stafl are rained to
operate election system fully, vathout machine vendor presence o
Interaction with the systom Wiliamson County relied extensively on g
Domirion empioyee to run the scanner durng absentee baliot counting
When she was called away for several hours, ballot processing stopped

SOLUTION: BEST PRACTICES REPLACE ISSUES
LEGISLATIVE

Audtts recommondatons wil require legistation

Election laws/regulations can't be changed within 180 days pnor
+ No voter reg no day-of-vote reg:
+ No drop boxes - ease of tampering: no chan of custody.
+ Balot counting continues without pause unti all votes tabulated

PROBLEM: VOTING MACHINES CAN BE HACKED.
« Foundston of citzen concerns
= Recertfication s useless ~ checking the math
= Process vl involve EAC and VSTLs and they are tanted as judges
* Sinple wil notstop the ire of S

+ Not just eght of us saying this

Tennessee citzons from across the etate have voiced this concem

Extra secunty steps, however, will give citizens comfort thelr conceins are
now beng addressed

L oa
REPZADAM SCHIFF
O-Califocrla

jence Comenton Chair

* DefCon 2019: ImageCast system has “numerous axposed securily issues’ por
“Voting Vilage™ hack-a-thon report.
* Texas: SOS report denied Domirion certification for use anywhere in Toas

2020,
* Michigan Antnm forensics report “Cominion appears to ba mentionally
designed with nherent errors to create systermic fraud and influence an olection *

* Geogia: Cybersecunty afSdavit of Harrl Hursti August 24, 2020.
Multiple systern issues causing ntentoned votes clearly not 10 bo courted,
Systom escalates the security risk to the extreme;
Domnion employees nearby troubleshooting via remote access to systom,
Dommion employees working the eloction, not Georgla elaction empicyees.




@ ENNESSEE VOTERS
108 CLECTION INTECRITY

PROBLEM: SPECIFIC MACHINE ISSUES NATIONWIDE
+  Domirion prosident adméts machines can hook to the interet (12/17/20);
. on.!ao: sales/security chief admis in sales presentation video data from

. E.}ggggl&g
. _.oghzogﬂgmo:!lg

1/25/2022

@—Q: ESSEE VOTERS
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PROBLEM: MACHINE CERTIFICATION PROCESS WEAK,
*  Electon Assmance Commssan (EAC) i place 19 years

+ None of five votng machine brands are certfied beyond 2005 VWSG 10
Two v.a.i before 5_!6252 {2015 = WSG 1 _:NQN.. WSG ~9

. depondent bady, EAC appo
Egéamoig_

* Vendors do their own tosting. then Voting System Testag Lot (VSTL) checks
ganat he 2005 standavds and SAC cervfios

*+ Dnip 2 VSTLs accredaed to do cortfications. ProvaV. unsecure v

PROBLEM: MACHINE CERTIFICATION PROCESS WEAK.

+ Machines certfied BUT . It appears the Dominion Result Tally and Reporting
{RTR] system (per manualy.

+ Can slow mass vote changing by deleting results previously enteed
from secure removable media and replacing them wih data from a local
fie .. with no duak-party authenbcabon required;

* Reports can be published 10 "Puble” transfer points mferring thatthere
Is ot least an indirect conn n to the ntern

* Remote chants can communicate with the server threugh Domininy
agan nferming 8 neiwork connection

+ Clanfication from vendors, Director of Electons, WCEC? No davéicatin

@ ENNESSEE VOTERS
TOR FLECTION INVEGSST

3% conmdied to recenfy all 5 brands
+ Recommend: urity Risk E: - versus - of all

brands of machinery from voting and registration side of precinct.

+ Caution: Even with Evaluation, the public won't accept a vendor-
controlled, opaque process with flawed technology that cannot be
authenticated to assure the voter thelt vote was counted as cast.

RE wwmn OTERS
TEGATTY

- URITY RISK EVALUATION ~ PROCESS
. 42!; establishes Minimum Voting Standards Guidelnes (MVSG)
3§.o<<m0~.o!n§.=a8 essential requirements such as:
Paper ballots, protection from counterfeit ballots, not counted twice;
« No encryption of voter selectons,
« Protection against any form of internet connection (WIFI, Bluetooth,
maodem) on voting side and regmstration side of precinct.
+ Protection against any form of network connection beyond necessary
“whiteiisted” devices,
. Zoc__.gon hardware and software utized,
+ No with after
* Etc...

+« SEC 3‘25:3 team of 6 bi-partisan IT, cybersecurity and internal controis

experts who sign an NDA because of proprietary nature of this work.
* NDAshould give vendors comfort.

+ Team evaluates VVSG 2.0 and creates MVSG, standards most critical to

ensuring a secure and accurate electon,

* Approved by the SEC.
+ Criteria sent each vendor to self-analyze and report back one month a to

whether they 1-fully meet, 2-partially meet, of 3- do not meet each criteria

+ Vendors descnibe any pertinent details or features above/beyond critera .
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UATION ~ PROCESS

« Team !BB each vendor on responses, checks for hardware and software

15sues and arywhere they believe vendar is weaker than reported

= Team recommendations to SEC by ranking vendors, stating which vendors are

adequate to be certified, providing critical pros and cons, induding:
. g.%a&!ﬁ:o?o!&.glﬁgig;

. D vendor's risks.

- SEC and makes decision on which and how
many systems would be certified.

* Process and leam concept i rotating team
for new every 5 years and changes made 1o existng systems.

SEC ssues report to the state concering findings.

« This tels the publc: The State Election Commission, County Election
nosaﬂoo:p Snctmso:lsglEE

IN SUMMARY

®

ENNESSEE VOTERS

FOR ELECTIGN INTESRITY

WHAT CITIZENS WANT IN ELECTION INTEGRITY:

+ Precingt voting No voung centers. no onbng check-in
+ Paperbaliots Handmarked, random 1D, walermnrked, 10 BMOs/OREs
Optical scanners Reacang hand marks not QR codes

tection, end-2-end vahdation of

winngt
. 2 of county electon commissions
+ Chain of custody Ballots/precincisicounty/state totals, physical
accountability.
= Security Risk Evalvation of voting & regrstration, not recertéicaton

3t i volg courted

o;a& and

2e holos in OUr system proventng s clept oulcome
5 watn these machings and th

Tennessae needs to close those

TENNESSEE VOTERS
FOR ELECTION INTEGRITY




