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Ensuring Election Integrity for Tennessae Voters
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lig LTION WIERRSTY
WE ARE A CITIZENS GROUP,
» Expetse n [T, nlo system sems. andtng o 5808

* Jarallel

* Durtesearch g
« Internal (lccaVstate sysiems),

Nadonal (states and think tanks)

Manvals. courts ool workers legitlators commitices/commssions, and

Consumersi/ohizens, open moetngs

S€ PUreNg an sudt suppart each

g5 waaker than fi:st smanphone (2005 vs 2021
chatged watt doing so

SO WHAT IS NEEDED...
*  Impleme; on of & voing model that suppons.
Authenticadon of the / Votor rolis and voting centers

Ensure vote 18 secute
5 cast audt ihe tabulovon
ha/her vote

Comprehensive Voting Model
Recommendations
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PROBLEM: FRONT DOOR
VOTER ROLL DATA INTEGRITY, M ENT ARE CONC

high frequoncy of move ns/outs/witnn county

00 Mmobidy




SOLUTION: FRONT DOOR
MORE AGGRESSIVE WITH VOTER ROLL INTEGRITY.

County. List viatenance Pro yam
+  Continve: USPS NCOA system; State review of TN Deg of Safety aderess
fecords. Printediwed cbituary (ea0urces.
*  Recommended updates
Increa e froquency where legally possidle and/or acd specific monthly checks
vel Bct @55 10 Mare M 1enance 1esourcs s SUch as
E:Netify 8 USCH! 37X c) ancor more access to TN Dept Safesy
Socal Seconty's Master Death Fie,
County tax [ecoics (@ g . rescence va commerncs address)
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MORE >Ooxmmw_<m WITH YOTER ROLL INTEGRITY,

+  Enhanced revew of overall Voter Registrabion software and process
Beview exatng State Cerlif cation srocesses 10 check for functionsity that
ensures Caa ntegrty, proactive monitaring, et AND recommend additional

EK!KF'E
JF3 to detect invald andior bad cata

f Analyss a8sial wiproactive 1ol cleanup
Enswe 8¢ List Mantenance Aritact (3
LR ) _38.3:8. voler 15sUes. SUPPOt Dudts
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PROBLEM: FRONT DOOR
“CONVENIENT" VOTING CENTERS ARE AN OPENING FOR FRAUD.

¢ Secwrity via VPN sic . yet st vulme radle:
¢ Even hgh-doliar crgs are hacked consistently,
*  (T-¥cbido. Facebook, Marnott Colcrval Pipeline, JBS. Yahoo, DoD/IOPM)

*  Cdzens have voiced dosire for SEC URITY over CONVENIENCE of voting conters.
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SOLUTION: FRONT DOOR
ELIMINATE VOTING CENTERS.
Voting Conters
Refy 10 Baiot Marviny: Devicen (BMD .1 (urnwosed tex b

¢ Are cosdy, vandor-heavy, compicated. not transparent

PROBLEM: MAJORITY COUNTIES DON'T HAVE PAPER (DRE"" S)

COUNTATS BV M sTeu T IeE

AAAAAAAAALMAALS
AAAAAAAAAAAAA
ALAAAAANAAAAAL
AAAAAAANAAAAAL
AALAAAAANAAAAAL
AAAAAAANAAAASL
AAAAAAANAAAAAL
AALAAAAANA

= "

] L] g

N W b PAPER
HA
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PROBLEM: WITHOUT HAND-MARKED PAPER BALLOTS,
VENDORS CONTROL THE PROCESS,
. Ba

In mary countes using the vendor's paper
by the vendor's Saflot Matiang Davice (BMD)
1 by the vendor's scurce codelsofware
1 by the vendor's QR coce.
ned by the vendor's tabulator

. by the vendor's Electon Management Systerm (EMS)
* Steps of the voting process §houks be sio

My eve 30G 10 B see Jrty
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@ ENNESSEE VOTER SSEE VOTERS
10R FLECTION INTRCENTY £

ON INTEGRITY

PROBLEM: CAN'T CONFIRM YOUR VOTE - BMD QR CODE

@ TEM ESSEE VOTERS

SOLUTION: AUTHENTICATED HAND-MARKED PAPER BALLOTS.

< ¥ ates

, ¢ ¥ F
+ Authento
+ Balot characteristics

. visiblefinvisidle =U S currency

micropnnt

+ Ensutes finito, 1 yooo
* Prevides vole

@ ¥ Lasos produced ea electon
onine 10 ensure vote ta

3 voter vk
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SOLUTION: AUTHENTICATED HAND-MARKED PAPER BALLOTS.

+ Hand-marked, optical tabulator, seif adjudcation

be ot s /

= Cost $0.25 per bafiot (per 3 million)
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@ TENI ESSEE VOTERS

SOLUTION: TABULATOR.
+ Tabuator

+ Tabulator !

$ v for securty

* ADAaccommodstion

* Assist handicopped precinct voters in same manor as done
in 3 nursing home ot other off-site localty.

PROBLEM: BACK DOOR

WEAK AUDIT.

Should be end-to-erd
hat 8 an end-10-end audit? Three segments.
. b X . Baliot scan code represant voter's vola?
Tebwator cofrectly tecord, count the balce?
.« ¥ ity Report system correctly taly tabulator vows?
Only /3 of Tennessee countes?
« Only 28 counties pcoduce paper balots able to be audited

@ ENNESSEE VOTERS

SOLUTION: BACK DOOR

AN ENHANCED AUDIT.

*  90+% confidence wth few hand-counted batots n smat
margin race

SOLUTION: BACK DOOR

PAPER BALLOTS AND ENHANCED AU
. with ths step.

* J Alex Halderman, professor, computer science, engineenng, UofM
+ DefCon 26 presentation in 2018
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M'Orr:_OZ”mbmmDypOk PROBLEM: VOTING MACHINES CAN BE HACKED.
OPERATIONAL AUDIT. . f (fger concer

= ¥

+ Expots agree assessng the machinery must be done

ndependert o
+ Together, both audits address all recommendatons from the
Natonal Associaton of Secretanes of State (NASS) |

BTy

ROBLEM: MACHINE CERTIFICATION PROCESS WEAK. PROBLEM: MACHINE CERTIFICATION PROCESS WEAK,

in pl + How are machines tested_cortified?

v { pranas o TH ed dayond vV (VWSG 1 1)(WSG20) S
« First smartiphone launched in 2007
* With no public debata, EAC 1 cantly apg Jetine equeste P

na¢ dviy * Board member Stark quit
15 3 confict of interest (10-year Dommion)(SECHWico)
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OR FLECTION NTEGRITY

PROBLEM: BACK DOOR
PER MANUAL: RESULTS TALLY & REPORTING (RTR) SYSTEM
- Can 480 vole chan, gng downstrea n
+ Can delete results and substitute with data from local source;
* Nodual-party authenticaton requited,
* Reports can be published to “Public” transfer points
+ infernrg gn ings

51 crnection to Bw inta

Remcte chents can communicate with server via Dominion

)2t of Elecsons
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@ EN) ESSEE VOTERS
R TION INTEGRTY

TION: SECURITY RISK 1ON.
SEC subcommittee has commated to recertdy ad 5 brands.
Security Risk [Zvaluation - visrsus recertifuation — of all nands of
nachinery froin voting and ragistration sice of precinct
We've developed & process, shared with State Election Commisson
« Involves comm itee of sy b san IT oo tecunty and niamal controls
expents to check the machinery.
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IN SUMMARY
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WHAT CITIZENS WANT IN THIS ELECTION INTEGRITY MODEL.
+ Wore scu ¢, comprehensive voting medel with less ‘echnology
+ Voter olls Protest them more

Precizct voting No voting centers, no onsne checxan
Paper ballots  Hana-marked. rancom 1D, watermarked no BMCs/DREs
Counl Hand count of secure separate vendor tabuiator 1o reed baliots

Enhar cod Audit Post-election. end-2-end validaton of the electonic vote
count to afem the winnet

+ Operational Audit Annual state audt of county election commissions
+ Chain of custody Balots/peecinctsi wotals. physical
§C2§<.

Secur ty Risk Evatuition vs i

WHY ITS WANTED BY CITIZENS,

Evety voter wants to know that

B integrty
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eps enstos

your concens

+ Advocate for study of voter rel intagaty harg-marked pape: baiol
yando: separate from tabulaton vondor, ebmnate vobtag centers §

N 10 precinet vohng implment vote and report gudns. shorter

ary vobng

hem knew Accuracy Is mor: important th in convenient [}

ved

Pol worker, pall watchar precingt zhai

Leain voing sysiems. read pas! nunutes soice concens
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