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Georgia voting touchscreens vulnerable,
cybersecurity agency finds
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By Mark Niesse, The Atlanta Journal-Constitution
June 3,2022

Election officials say risk of tampering is remote

A U.S. cybersecurity agency reported Friday that voting touchscreens used in Georgia have security
vulnerabilities that put them at risk to hacking attacks, though there’s no evidence those weaknesses
have been exploited so far.

Election officials who rely on touchscreens manufactured by
Dominion Voting Systems should increase security by
conducting rigorous audits, strengthening physical
protections of equipment and patching outdated software,
according to recommendations by the U.S. Cybersecurity
and Infrastructure Security Agency.
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The report also says that state and county governments can
choose to eliminate bar codes that are printed on ballots,
which could be manipulated to change how votes are
recorded. The Georgia secretary of state’s office is
considering abolishing bar codes.

The CISA report backs up allegations made in a federal court
case that hackers could flip votes if they were able to gain
access to voting equipment. After a four-month review, the
agency cited nine vulnerabilities in Dominion’s touchscreens.

Other companies’ voting equipment could have similar flaws,
but the CISA report focused on voting touchscreens used in

Georgia. The review cited risks for future elections, and state

investigations have repeatedly debunked allegations of fraud
in the 2020 presidential election.

A Georgia election official said the real-world danger of
hacking is remote because of layers of security in equipment
that isn’t connected to the internet.
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The secretary of state’s office will review the
recommendations, seek additional election audits and look
for opportunities to improve election worker training, said
Gabriel Sterling, chief operating officer for the secretary of
state’s office. Currently, state law only calls for one race to be
audited every two years after general elections.

CISA Director Jen Easterly said the agency is working with
election officials to address potential security deficiencies.

“Many of these mitigations, which are typically standard
practice in jurisdictions where these devices are in use, are
able to detect exploitation of these vulnerabilities and in
many cases would prevent attempts entirely if diligently
applied, making it very unlikely that a malicious actor could
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exploit these vulnerabilities to affect an election,” Easterly
said.

Malicious code could be spread if someone gained physical
access to voting touchscreens or the election management
system computers that program them. In addition, hacks
could infect voting equipment remotely if election workers
used USB drives to transfer data from computers connected
to the internet to election computers.

Georgia’s statewide voting system uses touchscreens to print
out paper ballots, which are then fed into scanning machines
that record votes.

Because scanning machines read bar codes printed on the
paper ballots, voters would have no way of knowing whether
a hack had changed the bar code so that it didn’t match the
printed text of their choices.

Sterling said the flaws were only found after a federal judge
allowed a computer scientist access to voting equipment and
passwords.

“There’s no way anybody can sit there in a real election
environment and exploit any of these things,” Sterling said.
“Some of the vulnerabilities are there, but they’re there in any
system. We have lots of mitigation, and that’s already built
into our robust rules and laws.”

The vulnerabilities were discovered by Alex Halderman, a
computer science professor at the University of Michigan
who is an expert for plaintiffs in a federal lawsuit seeking to
replace Georgia’s $138 million voting system with paper
ballots filled out by hand.

Halderman’s findings have been sealed in federal court since
July, but CISA conducted its review to assess the threat to
election security and provide advice to Georgia and
jurisdictions in 16 other states that use the Dominion
Democracy Suit ImageCast X voting equipment.

Election officials should pursue improvements to election
technology, ballot security and post-election audits,
Halderman said.

“The vulnerabilities are significant, and the state should take
responsible steps promptly to reduce the risk that they’ll be
exploited,” Halderman said. “That doesn’t mean it’s time to
panic, and it doesn’t mean that there is proof that any past
election has been tampered with. But it does mean it’s time

to act”
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Dominion said in a statement said the security of its voting
system has been proven through thousands of elections and
recounts.

“These issues require unfettered physical access to election
equipment, which is already prohibited,” a Dominion
spokeswoman said.

A hack that exploited voting touchscreens could alter bar
codes so that ballots were tabulated inconsistently with the
human-readable text of the ballot, according to the CISA
report. If that happened, voters won’t be able to verify that
their choices were what is actually counted.

The secretary of state’s office has been discussing whether to
abandon bar codes in favor of a full ballot for more than a
year, Sterling said. But that kind of change would create
difficulties for auditing multipage ballots and drive up ballot
printing costs borne by taxpayers.

Voters can help prevent the possibility of election tampering
by reviewing printed ballots in polling places to ensure
they’re accurate, said Mark Lindeman, a director for Verified
Voting, a hational election integrity organization that focuses
on election technology.

“Voters need to be able to check their ballots,” Lindeman said.
“It helps if you can hold a ballot and read it

A study commissioned by the secretary of state’s office found
just 49% of voters spent at least one second looking at their
printed-out paper ballots.

The CISA advisory also suggests that election officials

encourage voters to verify the human-readable portion of
printed ballots.
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ICSA-22-154-01 Vulnerabilities Affecting Dominion Voting
Systems ImageCast X

1 SUMMARY

Thas advisory wentificn sulrabilites affecting versons of the Dominion Voting Systems Democracy Suile
JmageCant N which is an n-person voting system tsed to allow voters to mark their ballor, The ImageCast X ean
he conligured 1o allow a vater 1o produce a paper recond or to record votes electronically. While these
svulnerabilinies present risks that should be mutigated as soon as possible, CISA has no evidence that these
sulnerabilities have been exploited in any electons.

Pxplostation of these valnerabilities would require physical sccess to individual ImageCust X deviee:
the Election Management System (EMS). or the ahibity 1o modify files before < uploaded to TmageCast X
devices. Jurisdictians can prevent and or detect the exploitation of these vulnerabilitics by diligently applying the
tigations recommended in this adsisory. including technscal. physical, and operational vontrol that limit
unauthanzed access or manipulation of voting systems. Many of these mitigations are already typically standard
prchice in urisdictions where these devices arc in use and con be enhanced to further guard against ¢xploitation

of these sulnerbilities.

2 TECHNICAL DETAILS
2.1 AFFECTED PRODUCTS

The following versions of the Dominion Voting Systers InageCast X software are hnoan 1o be alfecad tother

versons wene ot able to be tested):
® ImupeCast X fimwars based on Androwd S.1. 3 used in Dominion Democracs Suite Voting System Version
3.5-A
o Imagetast X application Verswons 351030 and 5.5 1032, 2 used 10 Doomion Demosracy Suite Voting
Sustem N ersion 554
MOTE: Afiwr following the vendors procsdurs to upgrads the ImageCast X fram Vervion §.$ 10,20 10

S5 1032 oc after porforming other Amidroid admmisirative actions, the a
esternal mput device to exalate privilepe

i albow an attacker who can attach 2

tous el Instructions to cheek for and mitizate this conditaon are avalable from

conliguration th

Domimon Voting Systems.
Any jurisdictions running ImageCast X are encourazed to contact Denumnion Votng Systems to undersiand the
sulncratulity status of their specific implementation

¢

Mark Niesse covers voting rights and elections for The Atlanta Journal-Constitution. He also reports on the Georgia
House of Representatives and government. He has been a reporter at the AJC since 2013 following a decade at The

Associated Press in Atlanta, Honolulu and Montgomery, Ala.
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