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Cybersecu「ity ageney ve輔es risks to Geo「gja voting computers
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Georgia voting touchscreens vu宣nerable,

Cybersecurity agency鱒nds

Crcdit: JOHN SPiNK/AJC

By Mark Niesse, The At!anta Joumal○○onstitution

Election o怖cials say risk of tamperIng ls remOte

A U・S. cybersecurity agency reported F「jday that votin9 tOuChsc「eens =Sed in Georgia have security

VuInerab冊es that put them at risk to hacking attacks, though there’s no evidence those weaknesses

have been expioited so far.

Election o惰cials who rely on touchscreens man=factured by

Dominion Voting Systems shouid increase security by

COnducting rigoro=S audits, Strengthening physical

PrOteCtions of equipment and patching outdated software,

according to recommendations by the U・S. Cybe「security

and Inf「astr=Cture Security Agency.
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The 「eport also says that state and county govemments can

Choose to e=minate barcodes that are printed on ba=ots,

Which could be manjpuiated to change how votes are

recorded・The Georgia secretary of state,s o怖ce is

COnSidering abolishing bar codes.

The CiSA report backs up a=egations made in a federal court

CaSe that hackers could fl叶) VOteS iftheywere able to gain

access to voting equIPment. After a four-mOnth review, the

agency cited nine vulnerab冊es in Dominion,s touchscreens.

Other companies’voting equipment couid have simiiar flaws,

but the CISA report focused on voting to=Chscreens used in

Georgia" The review cited risks for fut=re eiections, and state

investigations have repeatedly debunked allegations of fraud

in the 2O20 presidentiaI election.

A Georgia eiection o怖cial said the reaトworId danger of

hacking is remote because of layers of security in equipment

that isn’t connected to the internet.

Credit: Steve Schaefer

The secretary of state’s o惰ce wiiI review the

recommendations, Seek additionaI election audits and Iook

for opportunities to improve election worker training, Said

GabrieI Ste硝ng, Chief operating o怖cer for the secretary of

State’s office・ Currentiy, State law oniy ca=s for one race to be

audited eve「y two years after general elections.

CISA Director Jen Easterly said the agency lS WOrkjng with

election officiais to address potential securjty deficiencies.

“Many of these mitigations, Which are typica=y standard

PraCtice in jurisdictions where these devices are in use, are

able to detect expIoitation of these vuInerabiiities and in

many cases would prevent attempts entireIy jf d消gentIy

applied, making it very u捕kelythat a maiicious actorcouId
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expioit these vulnerab冊es to affect an election,,, Easter-y

said.

MaIicious code could be spread ifsomeone gained physical

access to voting touchscreens or the election management

SyStem COmPuterS that program them. in addition, hacks

COUId而ect votjng eq=ipment remotely if eiection workers

used USB drives to transfer data from computers comected

to the internet to eiection c○mputers.

Georgia’s statewide voting system uses touchscreens to print

Out PaPer ba=ots・ Which are then fed into scanning machines

that record votes.

Because scanning machines read bar codes printed on the

PaPer baIiots’VOterS WOuId have no way of knowing whether

a hack had changed the barcodesothat itdidn’t match the

Printed text of their choices.

Ste「Iing said the flaws were only found after a federa申dge

a=owed a computer scientist access to voting equjpment and

PaSSWOrds.

“There,s no way anybody can sit there in a real election

environment and exploit any of these things,,・ Steriing said・

“Some ofthe vuinerabiiities are there, b=t they,re there in any

SyStem. We have lots of mitigatjon, and that’s already bu冊

into our robust ruies and laws.,,

丁he vulne「ab冊es were discovered by Alex Haiderman, a

COmPuter SCience professor at the University of Michigan

Who is an expert fo「 pIaintiffs in a federa=awsuit seeking to

repIace Georgia’s $138 m冊on voting system with paper

bailots刷ed out by hand.

Haideman’s findings have been seaied in fede「al court since

July, but CISA conducted its review to assess the threat to

election security and provide advice to Georgia and

jurisdictions in 16 other states that use the Dominion

Democracy Suit lmageCast X voting equlPment.

EIection o惰ciaIs sho=ld pursue improvements to election

technoIogy, ba"ot security and post-election audits,

Haiderman said.

“The vuinerab冊es are significant, and the state shouId take

responsible steps promptIy to reduce the risk that they’lI be

expIoited:’Halderman said. “丁hat doesn,t mean it’s time to

Panjc, and it doesn’t mean that there is proofthat any past

eIection has been tampered with. But it does mean it’s time

toact:’
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Dominion said in a statement said the security of its voting

SyStem has been proven through thousands of eIections and

“These issues requjre unfettered physicaI access to eiection

equipment, Which is already prohibited," a Dominion

SPOkeswoman said.

A hack that expIoited voting touchsc「ee=S COuld aIter bar

COdes so that ba=ots were tabuiated inconsistently with the

human-readabIe text of the baliot, aCCOrding to the CISA

report. 1f that happened, VOterS WOn,t be abie to verify that

their choices were what is actua=y counted.

丁he secretary of state,s o怖ce has been discussi=g Whether to

abandon bar codes in favo「of a fu= ba=ot for more than a

year, Ste硝ng said. But that kind ofchange wouid create

d珊cuities for auditing multipage ba=ots and drive up ba=ot

Printing costs bome by taxpayers.

Voters ca= help p「event the possib冊y of election tampering

by reviewing printed ba=ots in po旧g places to ensure

they’re accurate, Said Mark Lindeman, a director for Ve南ed

Voting, a national election integrity organization that focuses

On election technoIogy.

“Voters need to be abie to check their ba=ots,,, Lindeman said.

“it heIps ifyou can hold a ba=otand read it.’’

A study commissioned by the secretary of state,s office found

just 49% ofvoters spent at least one second looking at their

Printed-Out PaPer ba=ots.

The CISA advisory also suggests that eIection o筒ciaIs

encourage voters to ve「ify the human-readabIe po面on of

Prjnted ballots.
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Mark Niesse covers voting rights and elections forThe Atlanta Journai-Constitution・ He also reports o= the Geo「g-a

House of Representative§ and government. He has been a reporter at the AJC since 2O13 fol-owing a decade at The
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