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Expert shows how to tamper with Georgia voting machjne jn eIection secu「ity triaI
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Expert shows how to tamper wi血Georgia

VOting machine in security tria量

皿ection o描cials say vl血erab胱es are merely speculative

∪・S. District Judge AmyTotenberg listens as Alex Haiderman’a University of Michi9an COmPute「 SCience professo「・

shows how a voting machine could be hacked during a 2O18 hearing. Halderman gave a simiIar demonstration

丁h=rSday in a trial before fotenberg to determine Whether Georgia,s voting system is v=InerabIe to manipuIation or…

ヽ′More

By Mark Niesse

Jan 22, 2024
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HuddIed around a voting machine in a federaI courtroom’a Smali crowd watched as expert

witness Alex HaIderman demonstrated how someone could meddie with a Geo「gia eIection

within seconds.

HaIderman, a University of Michigan computer scientist, Changed resuits of a hypothetical

refe「endum on Sunday alcohoI sales. He flipped the wimer in a theoretical election between
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President George Washington and Benedict Amold, the RevoIutionary War generaI who

defected to the British. He rigged the machi=e tO Print out as many b訓ots as he wanted.

Ali he needed was a pen to reach a button inside the touchscreen, a fake $1O votercard he

had programmed’Ora $1OO USB device that he pIugged into a cord connected to a printer,

rewriting the touchscreen’s code.

Haiderman deIivered his p「esentation during an eIection security tria- eva-uating whether

Georgia’s voting system is vuInerable to manipulation or programming errors.A旧n-PerSOn

VOterS in Georgia make theirchoices on touch§CreenS that print out paper ba=ots・

Eiection o怖cials countered HaIderma=,s testimony with assurances that real-WOrld elections in

Georgia have never been hacked and security precautions prevent the possibiIity of

i nterference.
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Unive「sity of Michigan computer science professor

Alex HaIderman demonstrates how to hack

Georgia’s previous voting equipment duri=g a

PreSentation at Georgia l七Ch in 2O18. Curtis

Compto=/ccom pton@ajc.com

th色se machines wouid be to tamperwith. 1t,s

SO far from a secure system’" HaIderman

tes描ed Thursday. “There are a= kinds of

POiiticaiIy motivated acto「s that would be

eager to affect results.’’

Under questioning from attomeys defending

Georgia’s Dominion voting equipment,

HaIderman said there,s no evidence that the

VuIne「ab冊ies he showed have ever been

expIoited in an actual eIection.

Th「ough eight days of the trial・ attOmeyS for the "bera口eaning Georgia voter§ and activists

Who are pIai白描s in the case have tried to convince U・S. District Judge Amy fotenberg that

She sho=ld orde「the state to prohibitfurther use ofthe voting touchsc「eens as the 2024

eIections approach. Voters would instead刷out paper baIiots by hand.

1estimony in the case included evidence about the January 2O21 breach jn Coffee County’

When tech experts hired by supporters of Donald巾ump copied Georgia’s eIectio= SOftware,

then distributed it to conspiracy theorists across the country.The plain描s have aIso so=ght to

PrOVe that the secretary of state,s o怖ce hasn’t done enough to protect eIection security and

VOterS’rights.

But State Eiection Board member Matt Mashbum told thejudge that hacking wouid be

d櫛cuIt to pu= off during an eIection.

“There are serious potent輔ties・ Now’how practical they are to put in pIace is a d肝erent

question・’’Mashb=rn Said Wednesday’aCCOrding to a court transcript.
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Flaws in votjng machines would be d櫛cult to

expIoit at more than one voting machine at a

time, minimizing the potential danger, he said.

“i just didn’t think it was realistic,’’Mashbum

Said.αIs it something you,ve got to change

the whoie system for?… i just don’t believe

that is very likely. 1t is possible, but jt is not

Very iikeIy.’’

Halderman test甫ed that he discovered

Vuinerab冊es after he was given access to a

FuIton County touchscreen, Ca=ed a ba=ot-

marking device, aS an eXPert Witness in the

CaSe. He reported his findings to the U.S.

Cybersecurity and lnfrastructure Agency,

Which validated the technoIogy weaknesses

in June 2O22.
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State EIection Board member Matt Mashbum,

during testimony in an eIection security case,

questio=ed the p「acticaIity of a demonstration on

how to hack Georgiais voting machines・``How

PraCticaI they are to put in place is a different

question:’Mashbum said. (Arvin l七mkar /…
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EIection o惰cials have said Georgja,s voting equipment is secured by locks and seals, PO=

WOrkers oversee-ng PreCincts’Preelection testing and audits of paper ba=ots,

Haide「man said a wrongdoer, hidden behind a privacy screen at a votjng precinct, WOu-dn・t

necessa同y be ca=ght by eiection worke「s・ Changing a touchscreen’s programming would

take seconds or minutes but potenti訓y create ``chaos当n a major election, When it would be

d櫛cult to determine which b訓ots were legitimate, he said,

It isn’t necessaryto open up a voting machine orremove security seais to gain ``superuser"

access to a touchscreen and change its programming, Halderman test甫ed・ Any voter couId

b「ing a forged voter card, Pen Or USB drive loaded with maIicious code to a voting machine.

In one of HaIderman’s hacks, the text on the ba=ot would 「eflect the candidate the voter

Picked’but the computer QR code counted by a ba=ot scannerwould count the opposite

Choice・ Georgia iawmakers are considering iegislation that would remove QR codes from

baIIots.

The vuInerab輔es HaIderman showed in court would onlyaffect one voting machine at a time,

b=t he also tes揃ed that many more votes couId be changed ifsomeone gained access to

election management §erverS OVerSeen by state and county eIection officials・

Attorneys for Secretary of State Brad Raffensperger’the defendant in the case, COntend that

the mere possib冊y of election tinkering doesn,t amount to a violation of voting rights

PrOteCted bY the U・S" Constitution, SuCh as free speech and equaI protection rights・

``Piajntiffs have fa凧ed to produce a single shred of evidence to substantiate the supposed ・risks・

they fear," a co=rt filing by the defendants states・くくThere is no evidence that their ba一一ots or any
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balIots cast using a BMD (baIIot-marking device) were not accurately counted or that any vote

has been changed…Weighing risk is a poljticaI and notjudiciaI decision.・・

Witnesses for the defendants this week w紺attempt to djspute the pIain珊s・ a一一egations with

testimony from Georgia eiection o情cials and cybersecurity experts.

The case w川be decided byfotenberg, Who was appointed by President Barack Obama, in the

Weeks after the triaI conciudes.
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