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OUTDATED SOFTWARE UNSUPPORTED BY MICROSOFT RAISES CONCERNS 
ABOUT TENNESSEE’S ELECTION MACHINES AND SECURITY 

 
Citizens place a lot of trust in their state’s and county’s election commission and process.  But 
when something basic that should be implemented by election officials to protect the security of 
an election isn’t done, that trust is suddenly in doubt — and with good reason.  
   
On Monday, October 13, 2025, new election integrity information emerged during an election 
commission meeting in Williamson County that should make voters of all parties in counties 
across the state alarmed about the security of their votes.  
   
Before explaining this new information, a little background may be helpful.  
 
During the 2021 Franklin Municipal election, seven of nineteen optical scanners/tabulators 
suddenly stopped counting votes on their tabulator tapes.  The election was declared an 
incomplete election by the Tennessee Secretary of State, and a complete hand recount was 
performed the next day to decide who won.   
   
Later, national election officials were unable to identify the root cause of the issue while the vendor 
– Dominion Voting Machines – said the cause was “erroneous code present.”  The issue became 
known as the “Tennessee Error,” which later showed up in most of the voting machines in Georgia.   
   
The root cause of how the “erroneous code” got into machines that had passed pre-election logic 
and accuracy testing has never been explained.  One of the concerns we have with using machines 
in elections. 
   
While Tennessee does a decent job with elections, unfortunately, the election processes in our 
state are riddled with machines that have failed in elections around the nation and import great 
risk.   Keep in mind that no one is allowed to inspect the inner workings of these machines before, 
during or after an election – not even election or state officials.  So, we have no idea what, if any, 
potentially nefarious components are in them that can affect the election and cause a different 
result than the majority of voters intended.     
   
Thanks to cyber researchers nationwide (here and here), a few politicians (here and here) and even 
some journalists, it’s been proven that there are grave issues with the equipment.   Yes, even 
Williamson County’s own ES&S voting equipment.  
   
Many, if not most, of the voting machines across the state have been running on Microsoft 10.  
Williamson County’s ES&S system – epollbook, ballot marking devices, optical scanners/ 
tabulators and registration laptop computers – all run on Microsoft 10.  And when that software is 
supported by Microsoft, technical support, upgrades and security patches have been available to 

https://amp.tennessean.com/amp/8564889002
https://amp.tennessean.com/amp/8564889002
https://www.kanekoa.news/p/jeff-lenberg-dominions-erroneous
https://www.kanekoa.news/p/bombshell-dominion-error-code-uncovered?publication_id=509018&post_id=76355483&isFreemail=true
https://www.theepochtimes.com/us/voting-system-error-in-new-jersey-could-flip-the-outcome-of-school-board-race-officials-4999308?utm_source=Goodevening&src_src=Goodevening&utm_campaign=gv-2023-01-20&src_cmp=gv-2023-01-20&utm_medium=email&est=NFehS%2F090cjeDrPoKe0zWeTc7uCx6dNguIGViymwIXQKWF3MXop%2BmNlI080fLNao84oEbQ%3D%3D
https://tennesseeelectionintegrity.com/wp-content/uploads/2023/10/NJ-ESS-machines-double-count-votes-winner-now-declared-loser-after-recount-021223.pdf
https://tennesseeelectionintegrity.com/wp-content/uploads/2023/10/NJ-ESS-machines-double-count-votes-winner-now-declared-loser-after-recount-021223.pdf
https://rumble.com/v21y6tc-shawn-smith-shows-telit-chip-on-es-and-s-ds200-voting-scanner.html
https://rumble.com/v21y9sa-shawn-smith-discusses-disguised-chip-on-es-and-s-ds200-voting-machine-scann.html
https://rumble.com/vtacuu-halderman-tells-congress-voting-machines-can-be-hacked-anywhere-anytime-by-.html
https://rumble.com/vtah4d-congressional-members-testify-voting-machines-can-change-votes.html
https://rumble.com/v6w8688-homeland-security-secretary-tulsi-gabbard-confirms-voting-machines-are-high.html
https://www.nbcnews.com/news/all/chinese-parts-hidden-ownership-growing-scrutiny-inside-america-s-biggest-n1104516
https://www.nbcnews.com/news/all/chinese-parts-hidden-ownership-growing-scrutiny-inside-america-s-biggest-n1104516
https://rumble.com/v23rulm-es-and-s-vp-security-says-no-machine-is-safe-from-hacking-2022-la-voting-sy.html
https://rumble.com/v23rulm-es-and-s-vp-security-says-no-machine-is-safe-from-hacking-2022-la-voting-sy.html
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add protection to the computers against malware and other security concerns in the marketplace 
that can affect how the machine performs.   
   
But this past Tuesday, October 14, 2025, was the end-of-life date for Microsoft 10, which means all 
Microsoft support, upgrades and security patches ceased for that version of the software.   
   
Now, here’s the new information I promised.  
 
At a Monday, October 13, 2025 meeting of the Williamson County Election Commission (WCEC), 
which I attended, it was learned that all Williamson County election equipment is still running on 
Microsoft 10.  The voting machines have not been upgraded to Windows 11, which was available as 
of October 5, 2021, and won’t be upgraded until after the December 2, 2025 District 7 
Congressional general election.    
   
So, in essence, since before the machines were set up on September 8, 2025 for the District 7 and 
BOMA elections, they have been running Windows 10 and they will not be immune to the variety of 
security issues that have invaded the marketplace since that date.   
 
Eighty-five days of unsupported software on our voting machines.  
 
When confronted at the meeting with this information, WCEC Chairman Jonathan Duda confirmed 
that the machines were still running Windows 10, but he said the system is just fine without the 
upgrade and its security patches.   Duda went on to say that VPNs were in place and were sufficient 
protection.  He only allowed me to ask one follow-up question before cutting me off.  I couldn’t ask 
about this security gap, how it was being handled during the current election in progress nor how it 
could potentially affect upcoming elections.  
   
In research my organization, Tennessee Voters for Election Integrity, performed three years ago on 
the performance of VPNs, we uncovered concerns that VPNs are not as trustworthy as the 
commission thinks.  Additionally, in another research project, we tracked a number of companies 
over a two-year period that are spending abundantly more on data security measures – with and 
without VPNs -- that greatly surpass what the Williamson County Election Commission is spending 
on data security.  Yet those companies are still being breached.  
   
And here’s the statewide concern.  
 
This election security danger doesn’t affect just Williamson County; it also affects every county in 
the state which is using election equipment still running on Windows 10.  This is not an issue 
confined to Republican, Democrat or voters in any other party; it affects us all.   
   
Three years ago, at the January 10, 2022 meeting of the Tennessee State Election Commission 
(SEC), a representative of Hart InterCivic Voting Machines sought state approval for a change in 
Hart’s equipment.  They wanted to move all of their machines in the state – at that time found in 
twelve counties -- from using Windows 7 to using Windows 10 (see page 24).  No SEC 
commissioner seemed bothered by the request.    

https://tennesseeelectionintegrity.com/wp-content/uploads/2025/10/VPNs-cant-really-protect-vote-centers-2-101725.pdf
https://tennesseeelectionintegrity.com/wp-content/uploads/2025/10/VPNs-cant-really-protect-vote-centers-2-101725.pdf
https://tennesseeelectionintegrity.com/wp-content/uploads/2024/06/Vote-centers-and-data-breaches-that-could-affect-us-061224.pdf
https://tennesseeelectionintegrity.com/wp-content/uploads/2024/06/Vote-centers-and-data-breaches-that-could-affect-us-061224.pdf
https://sos-prod.tnsosgovfiles.com/s3fs-public/document/20220110_SECMinutes.pdf
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But what the SEC apparently didn’t know was that the end-of-life date for Windows 7 occurred on 
January 14, 2020, two years prior.  So, during the 2020 and 2021 elections, every Hart voting 
machine in the state was conceivably running on Windows 7 and susceptible to manipulated votes 
because the machines most likely weren’t being security patched for those two years.  Hart 
obviously wasn’t patching them; were the local commissions?  Tennessee Election Coordinator 
Mark Goins was informed of this situation, but he never acknowledged the issue and ignored my 
questions.  
   
Just as in the case of Williamson County now, we doubt most county election commissions were 
aware of the software security problem then.  If the SEC was aware of the end-of-life issue, they 
certainly didn’t tell those counties with Hart election equipment, otherwise the January 10, 2025, 
upgrade would have already been done.  The SEC left those commissions then – and Williamson 
County now – hanging by not being aware of and informing them of the needed software upgrade.   
   
So, too, did Hart InterCivic, which apparently didn’t tell their customers – the State of Tennessee or 
its counties using their equipment – about the need for the upgrade back in 2020.  Another reason 
it’s hard to trust any of these election equipment vendors.  
   
But the local election commission should have known and acted proactively, too.  
   
So, the challenge now is for every voter to ask their county election commission if their county’s 
voting equipment is still running on Windows 10. (Request proof!)   And, if so, what are they doing to 
mitigate the security issue?  Or if in the middle of an election, how will they protect their voting 
machines during the election from nefarious intrusions that could impact the outcome?   
   
The key question all Tennessee voters need to ask election officials is this: “How can I be sure my 
vote is secure and was credited to the appropriate candidate?”  
 
We have a serious issue here that goes far beyond a simple VPN for a solution.   
   
 
Frank Limpus 
Tennessee Voters for Election Integrity   
 
 

### 

https://tennesseeelectionintegrity.com/wp-content/uploads/2025/10/Ltr-to-Mark-Goins-re-Hart-7-to-10-011022.pdf
https://tennesseeelectionintegrity.com/wp-content/uploads/2025/10/Ltr-to-Mark-Goins-re-Hart-7-to-10-011022.pdf
https://tennesseeelectionintegrity.com/wp-content/uploads/2025/10/Ltr-to-Mark-Goins-re-Hart-7-to-10-011022.pdf
https://tennesseeelectionintegrity.com/

